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Abstract

In this paper, a new digital image copyright protec-
tion scheme based on visual cryptography is proposed.
Based on a more detailed feature classification in the
discrete wavelet transform domain, an expanded code-
book is used to improve the security of the current re-
lated schemes. Moreover, there is no need to modify
the original image to be protected, which providing an
obvious advantage when the image itself does not give
permission for alteration. Experimental results show
that the proposed scheme is robust against many com-
mon image processing attacks, such as JPEG compres-
sion, noise addition, cropping, rotation, scaling.
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1. Introduction

With the extensive use of digital media, including im-
ages, videos and sound clips, which could be easily copied
or changed, how to protect the copyright of them has
become an important issue. Robust digital watermark-
ing techniques may be used for image copyright protec-
tion by embedding a specialized watermark into an image,
which will be extracted to verify its copyright. A success-
ful watermarking-based image copyright protection scheme
usually requires not to make a perceptible change in the im-
age to be protected, and should be able to withstand many
common image processing attacks without leading to ambi-
guity in verification.

In general, there exist two major kinds of watermarking
schemes: spatial domain watermarking and frequency do-
main watermarking. In order to embed a watermark, the
spatial domain watermarking technique modifies the pixel
values of an image, for instance, replacing the least signifi-
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cant bits (L.SBs}) of the pixels chosen in a specific order with
watermark bits. In the frequency watermarking scheme,
an image is first decomposed into frequency domain with
discrete Fourier transform (DFT), discrete cosine transform
(DCT) or discrete wavelet transform (DWT), etc. Then the
frequency coefficients are used for watermark-embedding.
Frequency domain based methods have been demonstrated
by many researches to have better robustness.

Naor and Shamir [1] first introduced the technique of vi-
sual cryptography in 1994, In a (k,n) threshold scheme,
the secret image is divided into n shadow images, and any
k (k < n) shadow images of them can be used to restore
the original image by stacking together. A (2,2) scheme as
an example is shown in Figure 1(a)-1{c). Visual cryptogra-
phy has been utilized in image watermarking for copyright
protection. Hwang [2] and Tai [3] both proposed their wa-
termarking schemes, in which the watermark is revealed by
stacking image shares together and is verified by human vi-
sual system (HVS) directly. However, the two spatial do-
main based schemes need to modify the original image and
suffer from their weakness of withstanding image attacks.

Recently, a DCT-based watermarking technique is pro-
posed by Huang [4], but the robustness of the scheme was
not so satisfactory. By combining the visual secret sharing
scheme with Torus-automorphism [6], Chang [5] proposed
an image intellectual property protection scheme for gray-
level images. In Chang’s scheme, the Torus-automorphism
technique was used to generate a secret image as a feature
and to retrieve the potential public image from a suspect
image. However, as Heieh and Huang mentioned in [7],
Chang’s scheme may be vulnerable to JPEG compression.
With the use of DWT, Heieh’s scheme is robust against
IPEG compression and does not modify the original image
so hardly can it cause any loss of the image detail.

In [8], Lou presented a copyright protection scheme,
which will be denoted by the LTL scheme (named after the
authors Der-Chyuan Lou, Hao-Kuan Tso and Jiang-Lung
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Figure 1. In a (2,2) visual cryptography
scheme, the logo image (a) can be recovered
by stacking two shadow Images (b) and (c)
together. (d) illustrates a three level 2-D dis-
crete wavelst fransform.

Liu} in this paper. In the ILTL scheme, an image is de-
composed by 2-D three-level DWT (as illustrated in Fig-
ure 1{d}}. By comparing the frequency coefficients of the
low sub-band and those of the middle sub-band, a unique
feature of the image is generated. A well-designed code-
book together with a secret key are then applied to generate
a secret image share based on the watermark bits. In order
to verify the copyright of a suspect image, a public image
share is first generated with the use of the same codebook
and secret key, then the watermark will be extracted by ap-
plying XOR between the public share and the secret share.

Although Chen [9] demonstrated that the LTL scheme
has a major defect of ambiguity, making someone can ma-
liciously claim the copyright of almost any image, the LTL
scheme showed high robustness against many common at-
tacks. Park [10] proposed a scheme (referred as the PYY
scheme, which is named after the authors Geum-Dal Park,
Eun-Jun Yoon and Kee-Young Yoo) trying to fix the flaw.
However, in the codebook used in the PYY scheme (see Ta-
ble 2),public blocks corresponding to watermark bit O and
1 differ from each other, which make Park’s scheme re-
quire both the suspected image and the original watermark
to extract the watermark used for verification. Moreover,
by analyzing the codebook used in the PYY scheme, some-
onhe may also maliciously claim the copyright of an image,
which will be analyzed in detail later in Section 2.

This paper presents a new image copyright protection
method. Compared with the LTL scheme, a more detailed
feature classification is used in our proposed approach.
With an expanded codebook based on visual cryptography,
a secret image and the corresponding public image are gen-
erated according to the watermark bits and a random se-
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quence controlled by a secret key. The secret image should
be registered to CA. The watermark will be recovered by
performing XOR operation between the secret image and
the public image during verification process.

The rest of this paper is organized as follows. In Sec-
tion 2, we first briefly review the LTL scheme and the PYY
scheme. The security analysis of them is then given. Sec-
tion 3 describes our proposed scheme in detail. Experimen-
tal results and analysis are given in section 4. We conclude
our work in the last section.

2. Related Work
2.1. Review of the LTL scheme

The LTL scheme consists of mainly two phases: the se-
cret image generation and watermark extraction. The proce-
dure of the secret image generation is described as follows.
Input: Animage I to be protected, a watermark W, a secret
key K, a codebook C' given in Table 1.

Output: A secret image 5.

Step 1: Decompose image [ using three-level DWT, and
then extract the coefficients of the low sub-band 7 (LL3)
and those of the middle sub-band A7 (HL3, LH3 or HH3).
Step 2: Compute the new coefficient values using the fol-
lowing equation:

Lew(t, §) = L(%5) +n x (L) - M(5,5)) (D

where » is a normally distributed random bit sequence con-
trolled by the secret key .

Step 3: The feature values of the image I are generated
according to the equation (2).

rio -} e o
1, if Lpew (4, 4) < L4, 4)
Step 4: The secret image is then generated by looking up
the codebook C' according to the feature values F'(%, ) and
bits of watermark W .
Step 5: Register the secret image S to CA, keep the selected
sub-bands and the secret key X secretly for watermark ex-
traction.

The procedure of the watermark extraction is described
as follows.
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Input: A suspect image I’, a secret image share S, a secret
key K, a codebook 7 given in Table 1.

Output: An extracted watermark W'.

Step 1: Decompose the suspect image I’ using three-level
DWT, and then extract the coefficients of the low sub-band
L/ (LL3) and those of the middle sub-band A{’ (HL.3, LH3
or HH3).

Step 2: Calculate the new coefficient values using the fol-
lowing equation:

Lo (8,3) = D@, ) + 0 (UG, 5) = M'(4,9)) - (3)

where n is the same bit sequence as used in the equation
(1), which controlled by the secret key K.

Step 3: The feature values of the suspect image [’ are gen-
erated as follows:

e e [y

) =1 e
17 lanew(z::)) < L (27j)

Step 4: Generate the public image by looking up the code-
book ' shown in Table 1 according to £V(Z, §). Note that
the pixels on a specific position of each F value are the
same despite the pixel values of the potential watermark
may vary.
Step 5: Extract the expanded watermark Wi, by per-
forming XOR operation as follows

Wtemp - P & S (5)

Step 6: Reduce the size of the expanded watermark and
obtain the final extracted watermark of the same size as the
original watermark.

1, if S S W (myn) > 1
0, it 7S W (m,n) < 1

Chen [9] observed that the magnitude relationships be-
tween the DWT coefficients of the low sub-band and those
of the middle/high sub-band are almost fixed. In other
words, the feature value I in the LTL scheme is basically
monotonous since L{z, 1) > M(z, ) for most images. The
feature value of the image to be protected is determined
only by the secret key K. This implies that if someone in-
tentionally uses the same secret key to generate a public
image share, the copyright of other images could be ille-
gally claimed since the same watermark will be extracted
from almost any images. This hypothesis has been proved
by the experimental results provided in [9], suggesting that
the LTL scheme fails to meet the security requirements of a
copyright protection scheme.

Wi, ) = { ©)

2.2. Review of the PYY scheme

In order to fix the flaw of the LTL scheme, the PYY
scheme used the average of a cover image to calculate the

Table 2. The codebook used in PYY’s scheme

E=o 0=
Conguting W alernad: bitis 01 Walernad:i bitis B
Festure Fehoe | o (o 71 | Fubhe Fel | Sews BEoE R Publc Block 4 Block HOR
Feip)=0 m u
Fay=1 o u
- =

feature value. As aresult, during both the secret image gen-
eration phase and watermark extraction phase, the Step 3
has been changed to :

Aver =TP{NP
. 0, if Lpew(d, 1) > Aver )
O
1, if Dpew (i, 7) < Aver

where that T'P stands for the total coefficient value of L
and N P stands for the number of coefficients in L. After
the feature value is generated, a new code book (shown in
Table 2) is introduced in Step 5.

As we can see that one of the major difference between
the codebook used in LTL scheme and codebook used in
PYY scheme is that, in LTL scheme, the public block col-
umn remains the same though the watermark bit changes,
however, the public block column changes in PYY scheme.
It means that during the watermark extraction phase in PYY
scheme, the original watermark is still required to choose
which the public block column should be used. We can see
that if the watermark bit is black, the public block bits are
all black, while half of the public block bits are black if
the watermark bit is white. Also, Step 6 of the watermark
extraction phase in the LTL scheme will not be conducted
since the codebook generates only one bit for each water-
mark bit naturally.

Suppose this scenario, a third one other than the owner
wanted to maliciously claim the ownership of the protected
image. Firstly by performing the XOR operation between
the secret image share S (given as a input) and a all-black
image share, a approximated watermark may be retrieved
since nearly 75% bits of the public image share are black
according to the codebook (Table 2). This percentage could
be much more higher if the black-to-white ratio in the water-
mark is greater than 1. As shown in Figure 2, we firstly use
the PYY scheme to embed the watermark “SCUT” (shown
in Figure 2(a)) into the protected image “Lena”, then at
the watermark extraction phase, we pretend that we do not
know the watermark and by performing the XOR opera-
tion between the secret image share S and a all-black image
share, the approximated watermark is shown in Figure 2(b).
Then we use a common erosion operation to clarify the wa-
termark (shown in Figure 2(c)) and claim this fabricated wa-
termark is the original watermark that we embedded earlier.
Using this fabricated watermark as a parameter to perform
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(a) Original watermark

of OF

(¢) Fabricated watermark

(b) Approximated watermark

(d) Extracted watermark

Figure 2. Flaw of PYY scheme

the watermark extraction phase, the extracted watermark is
still highly recognizable (shown in Figure 2(d)). Thus, the
copyright of the protected image is maliciously claimed.

3. The Proposed scheme

In the proposed scheme, an expanded codebook is used
to replace the codebook used in the LTL scheme. In order
to avoid the security flaw in the LTL scheme, a different
algorithm is also introduced to generate the feature values
of the image to be protected. The procedure of the secret
image generation is described as follows.

Input: A image / to be protected, a watermark W, a secret
key K, a codebook C given in Table 3.

Output: A secret image S.

Step 1: Decompose the image [ using three-level DW'T, and
then extract the coefficients of the low sub-band L (LL3).
Step 2: Compute the average coefficient value of L. Let
TP denote the total coefficients value of L and N P denote
the number of coefficients in L.

Aver =TP/NP 8

Step 3: Compute amatrix V to evaluate the weight of every
coefficient by the following equation:

V(i) = [2 x L(i, j)/ Aver | ©)
where |z denote the nearest integer less than or equal to .
Step 4: The feature values of the image I are generated as
follows:

F(i,7) = mod (V(i,5),4) (10)

Step 5: Use the secret key K to permute the feature value
sequence, and generate the secret image S by looking up
the codebook C' (Table 3) according to the feature values
F(i,7) and the bits of the watermark W.

Step 6: Register the secret image S to CA, keep the selected
sub-bands and the secret key K secretly for watermark ex-
traction.

Table 3. The codebook used in our scheme
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The procedure of the watermark extraction is described
in the following:
Input: A suspect image I’, a secret share S, a secret key
K, a codebook C.
Output: An extracted watermark W',
Step 1 ~ Step 4 are the same as those in the secret image
generation phase. Note that [ in the secret image generation
phase is replaced by I’ while feature value of the image I’
is generated as F”(4, 7).
Step 5: Use the secret key K to permute the feature se-
quence, and generate the public image P by looking up
the codebook C (Table 3) according to the feature values
F'(i, ).
Step 6: Extract the expanded watermark Wi, by per-
forming XOR operation as given in the equation (5).
Step 7: Reduce the size of the extracted watermark as de-
scribed in the equation (6).

4. Experimental results

To test the robustness of the proposed scheme, the stan-
dard gray-level “Elaine” image and “Boat” image (512 x
512), which may be the protected image, and a watermark
(64 x 64 (Figure 2(a)) were used in our experiments. We
applied Photoshop CS2 to simulate different attacks. Ac-
curacy ratio (AR) defined in the equation (11) was used to
evaluate the similarity between the original watermark and
the extracted watermark.

AR=CB/NB (11)

where N B is the number of pixels in the original watermark
and CB is the number of the correct pixels in the extracted
watermark. And the peak signal to noise ratio (PSNR) de-
fined in the equation (12) was used to evaluate the quality
of the attacked image.

PSNR = 10log;, 255/ MSE (dB)

MSEmeWZMZJ1 g — Xi ;)

where X; ; is the value of original image while X ; is the
value of attacked image.

12
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age to be protected, is presented in this paper. With the use
of a new method of feature classification and an expanded
codebook, the security of our scheme is better compared to
the LTL and PYY schemes. Experimental results showed
that the proposed scheme was robust against many common

(b Extracted watermatk,
AR=0.85

(a) Distorted boat image,
PENR=15.40

Figure 4. Liquefy attack

In order to test the robustness of the proposed scheme
against JPEG compression , we compressed the protected
image with different quality factor by Photoshop CS2 and
then the watermark was extracted. As we can see from Fig-
ure 3, though a very low quality factor was chosen during
JPEG compression, the watermark could be extracted suc-
cessfully by using our proposed scheme.

When we added 20% salt and pepper noise into the pro-
tected image, as a result, the PSNR of the image reduced
to 12.46, But the accuracy ratio of the extracted watermark
reached 0.92 (see Figure 3).

We cropped 1/64, 1/32, 1/16 and 1/8 of the protected
image, then extracted the watermark and calculated the
ARs. The results were also shown in Figure 3. The letters
in the watermark was still recognizable when we cropped
up to 1/8 of the protected image.

Tn order to test the rotation attack, we rotated the pro-
tected image with several small angle varying from 1° to
6°. The experimental results given in Figure 3 showed that
the proposed scheme was effective when the rotation angle
was less than 6°. The challenge could be more severe when
the rotation angle goes up.

Then we scaled the protected image down to a very tiny
block. The most extreme situation we tested was that a
512 x 512 protected image was scaled down to 16 x 16 and
then re-scaled back to 512 512, Experimental data demon-
strated that the proposed scheme was very robust against
scaling attack. Though the re-scaled image was almost
unidentifiable, the extracted watermark was acceptable and
the accuracy ratio was equal to 0.88.

Finally, We used the “Boat” image as the protected im-
age, and the “Liquefy” tool in Photoshop to produce a dis-
torted image (Figure 4(a)), which was hard to recognize
with a PSNR of only 15.40. Then our proposed scheme was
used to extract the watermark. As a result, the extracted
watermark was recognizable with an accuracy ratio of 0.85
(Figurs 4(b}).

5. Conclusions

Based on visual cryptography, a new digital image copy-
right protection scheme, which need not to modify the im-

10

image processing attacks, especially the scaling operations.
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